Hpuaoxenue Ne2. UudopManmoHHas naMsaTKa JJ1s1 00y4aOUIUXCs AJs pa3MelleHns] Ha
opuunansHbix MHTEpHET-pecypcax

C KaXKAbIM I'OJIOM MOJIOACKH B UHTCPHETC CTAHOBUTLCS 6OJ'II)HIC, a IIKOJbHUKHU OJHH U3 CaMBbIX
aKTHBHBIX IMOJb30BaTelICH PyHeTa. MG)KI[y TEM, IMOMHUMO OI'POMHOTIO KOJIMYCCTBa BO3M0)KHOCTCI\/'I,
HUHTCPHCT HECCT U HpO6J'ICMI)I. OTa nmamsrTKa JOJIDKHaA IIOMOYb TeOe Oe30macHo HaxXOJUTHCA B CCTH.

Komnwromepnuie eupycoi

KowmmeroTepHbIii BHpyC - 3TO Pa3HOBHIHOCTh KOMIBIOTEPHBIX MPOTPAMM, OTIHYUTEHHON
0COOCHHOCTBIO KOTOPOW SIBIISIETCS CITIOCOOHOCTh K Pa3MHOKEHUIO. B 1omoiHeHne K 3TOMy, BUPYCHI
MOTYT TIOBPEIWUTh WM TOJHOCTHIO VHHYTOXHUTh Bce (ailml W JaHHBIE, MOIKOHTPOJBHBIC
MOJIb30BATEIII0, OT UMEHU KOTOPOTO ObLiIa 3aIlylleHa 3apaKEHHAs IporpaMMa, a TaKKe MOBPETUTh WU
JaKe YHUYTOKUTH OINEPAMOHHYIO CUCTEMY CO BCeMH (aiiiamu B 1esloM. B OonbmMHCTBE citydacs
pacIpoCTpaHsIOTCs BUPYCHI Yepe3 HHTEPHET.

MeTo/pl 3aIUThl OT BPEJOHOCHBIX MPOrpaMM:

1. Ucnone3yit coBpeMeHHBIE ONIEPAIlHOHHBIE CUCTEMBI, IMEIOIINE CEPbE3HBIN YPOBEHD
3alIUTHl OT BPEJOHOCHBIX MTPOrpaMM;

2. TlocrosiHHO ycTaHaBnuMBalk martyn (UMGPPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATHYECKH
YCTAaHABIMBAIOTCA C LEJNBI0 JOpabOTKH MNpOrpaMMbl) W Jpyrue OOHOBIEHHS CBOEH
oreparoHHoM cucteMbl. CKaurBaii X TOJIBKO ¢ O(UIIHAIBHOTO caiita pa3padboTunka OC.
Ecnu cymecTByeT pexXuM aBTOMAaTHIECKOTO OOHOBJICHUS, BKIIIOUH €T0;

3. Paboraii Ha cCBOEM KOMITBIOTEPE MO IPAaBaMH MOJIb30BATEINS, 8 HE a/IMUHICTpaTopa. JTO He
MO3BOJUT OONBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTAUNIMPOBAaThCS Ha TBOEM
MEPCOHAIEHOM KOMITBIOTEPE;

4. Hcrnonb3yit aHTUBHPYCHBIE TIPOTPAMMHBIE MPOTYKTHI M3BECTHBIX ITPOU3BOAUTENEH, C

aBTOMATHYECKNM OOHOBJICHHEM 0as3;

Orpanndb HU3NIECKUH JOCTYH K KOMIIBIOTEPY ISl MIOCTOPOHHMX JIHIL;

6. Hcnonw3yii BHENTHHE HOCUTENN HH(DOpMAIMHY, TaKKe Kak (Iienrka, TUCK Win daiin u3
WHTEpHETAa, TOJIBKO U3 MMPOBEPEHHBIX NCTOYHHUKOB,

7. He oTkpbIBaii KOMITbIOTEpHBIE (DaMIIBL, TOyUYSHHBIE U3 HEHAAEKHBIX UCTOYHUKOB. [laxke Te
(aiinbl, KOTOpBIE MPHUCITA TBOW 3HAKOMBIN. JIydIlle yTOYHU y HEro, OTIIPABIIsUI JIK OH Tebe
uX.

o1

Cemu WI-FI

Wi-Fi - aT0 He BHJI nepenaun AaHHBIX, HE TEXHOJOIHUS, a BCEro JHIIb OpeHa, Mapka. Emie B
1991 romy Huaepnanackass KommaHusi 3apeructpupoBaia Openn «WECA», uro o6o3Hauano
cioBocoueranue «Wireless Fidelity», kotopslit nepeBoanTCs Kak «OecIipoBOIHASI TOYHOCTHY.

Jlo Hamero BpeMeHH JIoNLIa Apyras ab0peBuaTypa, KOTopas SBJISIETCS TAKOH ke TEXHOJIOTHEH.
Oro abopeBuatypa «Wi-Fi». Takoe HazBaHHe OBUTO TAHO C HAMEKOM Ha CTAHAAPT BBICIIHIA 3BYKOBOM
texuuku Eli-Fi, uro B mepeBojie 03HauaeT «BbICOKast TOUHOCTHY.

Ha, OecrnnaTHBII MHTEPHET-ZOCTYN B Kade, OTeNIIX W ad’poroprax sBISETCS OTINYHOU
BO3MOJKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIepThl CUUTAIOT, uTo odrenoctynubie WiFi cetn

HE SBIIAIOTCS 0€30IIaCHBIMU.

Cosertsl 10 6e30macHoCTH pabdore B 0bmiemocTymHbIX cetsax Wi-fi:



1. He nepenagaii cBoro anuHyio HHMOpManmio depes obrmenoctymasie Wi-Fi cetn. Paboras B
HUX, JKEJIATeIIbHO HEe BBOJUTH MAPOJIH JIOCTYIIA, JIOTUHBI H KaKHe-TO HOMEPa;

2. Hcnonp3yih m OOHOBJISI aHTUBUPYCHBIC TPOrpaMMbl W OpaHmMmay3ep. TeM caMbiM Tbl
obe3omacuins ceds 0T 3aKaYKy BUpYyca Ha TBOE yCTPOUCTBO;

3. TIpu ucnonszoBanunu Wi-Fi otkiroun GpyHkimo «O0muii 1ocTy K (aiiiam 1 IpUHTEpamy.
JanHas QyHKIHS 3aKPhITA 10 YMOTYAHUIO, OJTHAKO HEKOTOPBIE MOJIb30BATENN AKTUBUPYIOT
e€ s ynoOcTBa NCIIONB30BaHMs B paboTe nin yaeoe;

4. He ucnione3yi myomumansrii WI-FI nns mepenayn nuaHBIX JaHHBIX, HAITPAMED IS BBIXO/IA B
COLIMANIbHBIE CETH WX B 3JICKTPOHHYIO MIOYTY;

5. MHcnomw3yii Tonbko 3amuiiennoe coeannenue yepe3 HTTPS, a ue HTTP, T.e. npu HaGope
BeO-aapeca BBOAM UMeHHO «https://»;

6. B moOumbHOM Tenedone oTkioun ¢pyHkimio «[loakmoyenue k Wi-Fi apromatnueckm». He
JIONyCKail aBTOMAaTHUYECKOTo TOIKIIOYCHUsT ycTpoiictBa Kk ceTsm Wi-Fi 6e3 TBoero
COTJIACHSL.

COuuaﬂbele cemu

ConuanbHble CETH aKTUBHO BXOIST B HAlly JKM3Hb, MHOTHE JIIOIU PabOTAIOT U JKUBYT TaM
MOCTOSIHHO, a B Facebook y»e 3aperncTpupoBaH MUILTHAP YETOBEK, UTO SBISIETCS OMHOM CeabMOA
BCEX JKUTeNeH TuiaHeTsl. MHOTHE MONb30BaTeNM He IOHUMAIOT, YTO HH(POpPMALUs, pa3MElIeHHas! UMH B
COLIMANTLHBIX CETAX, MOXKET ObITh HaliZIeHa U UCIIONb30BaHA KEM YTOJJHO, B TOM YHcie He 0053aTeNIbHO ¢
OJaruMu HAaMEPEHUSIMHU.

OCHOBHBIE COBETHI TIO OE30ITACHOCTH B COITUATBHBIX CETAX:

1. Orpannyb cnucoK Jpy3el. Y TeOsd B APY3bsIX HE JOIHKHO OBITh CIIYYalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3ammimail CBOIO YacTHYIO JKM3Hb. He ykaspIBail mapoiu, TeiaeqoHbI, apeca, JaTy TBOETO
POXKICHUS U IPYTYIO INYHYIO HH(DOPMAITHIO. 3ITOYMBINUIEHHUKH MOTYT MCIIOJIB30BAaTh JIaKe
WHQOPMAITUIO O TOM, KaK Thl U TBOW POJUTENH TUIAHUPYETE MPOBECTH KAaHHUKYJIBI,

3. 3amuinai CBOIO PEIyTaIUIO - JIEPXKU €€ B YHCTOTE M 3aj1aBail ce0e BOIPOC: XOTEN ObI Thi,
YTOOBI IPyTUe MOTB30BATENIN BUJIENH, YTO ThI 3arpyxaes? [lomxymai, mpexie 4emM 4To-To
OITyOJIMKOBaTh, HAITUCATh U 3aTPy3UTh;

4. Ecnu TBl TOBOPHILE C JIFOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIOIb3YH CBOE peallbHOE UMS U
JIPYTYIO THYHYI0 HH)OPMAIIUU: UMsI, MECTO JKUTEIILCTBA, MECTO Y4eObI U IPOYee;

5. U36eraii pasmernienus Qortorpaduii B MHTEpHETE, T/Ie Thl M300pakK€H HA MECTHOCTH, IO
KOTOpOH MOKHO OTPEAEITUTH TBOE MECTOIIOIOKEHHUE;

6. Ilpu perucrpanuv B CONMAIBHOW CETH HEOOXOAMMO HCIIOJIL30BATh CIIOKHBIE TMApOIIH,
cocrosinue u3 OyKB U HU(P U ¢ KOJTMYSCTBOM 3HAKOB HE MeHee &;

7. Jng conmanbHOW CETH, MOYThI M APYTHMX CAaWTOB HEOOXOIMMO HCIIONIb30BaTh Pa3HBIE
naponu. Torma eciau TeOsS B3JIOMAIOT, TO 3J0YMBIIUICHHHKH MOJYYaT JOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

Dnexmponnvie OeHveu

SHCKTPOHHBIC JACHBI'M — 3TO OYCHb y,Z[06HBII71 CIroco0 HHaTe)Keﬁ, OAHAKO CYHICCTBYIOT
MOIIICHHUKH, KOTOPBIC XOTAT IMOJTYUYUTH OTHU JICHBI'U.

BHCKTPOHHBIC JACHBI' IMTOABUIIMCH COBCEM HCIJABHO U HMCHHO M3-3a 3TOI'O BO MHOTHUX
rocyaapCTrBax A0 CHUX ITOP HE IPOIMMCAHO ITPO HUX B 3aKOHAX.



B Poccun sxe oHM (PyHKIIMOHHPYIOT M O HUX YXKe MPOMICAHO B 3aKOHE, TJIe UX Pa3/IeIIIoT Ha
HECKOJIEKO BHIOB - aHOHUMHBIE ¥ He aHOHUMHBIE. Pa3HUIIA B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaeTcsi TPOBOAWTH orepanuu 0e3 HASHTH(PHUKAIMKA TONB30BaTeNsl, a B HE AaHOHHUMHBIX
WAeHTH(DUKAIINY TIOTB30BATENS SBISIETCS 0053aTEIbHOM.

Taxoxe CJICOAYCT pas3jindaTb JSJICKTPOHHLBIC (bI/IaTHI)IG JCHbI' (paBHI)I TOCyAapCTBCHHBIM
BaJ'IIOTaM) " 3JICKTPOHHBIC He(bI/IaTHBIe JCHbI' (HC PaBHBI rOCYyIapCTBCHHBIM BaJ'IIOTaM).

OCHOBHBIE COBETHI TI0 O€30IacHOM paboTe ¢ IEKTPOHHBIMH JCHBI aMHU:

1.

4.

[IpuBsoku K cueTy MOOWIBHBINH TenedoH. DTO camblii ymOOHBIM M OBICTPHIM CIIOCOO
BOCCTaHOBHUTH JOCTYI K cuery. lIpuBs3annblii TeneoH moMoxkeT, eciu 3a0yIen s CBOi
IJIATEKHBIN NapoNb WK 3aiIelIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

HWcnons3yit omHOpa3oBsie mapomn. [locie nepexoma Ha yCHIIEHHYIO aBTOPU3AIUIO TeOe yiKe
He OyIeT yrposkaTh OMaCHOCTh KPayku MJIH [IepexBaTa IUIaTeKHOTO HapoJs;

Bribepu ciioxxsbril mapons. [IpecTymHikam OyaeT He MPOCTO yrajath CIOXKHBIA TapOib.
Hanexwnble mapony — 3T0 mapoiu, KOTOphIE COAEPXKaT He MEHee § 3HAKOB U BKIIIOYAIOT B
ce0s CTPOYHbIE M MPONMCHBIE OYKBBI, HU(PPHI U HECKOJIBKO CHMBOJIOB, TaKHE KaK 3HAK
nosapa, pyHra, BOCKJIMIATEIbHbIN 3HaK U T.11. Hanpumep, $tRONQ!;

He BBOJUY CBOM JIMYHBIC JaHHBIC HA caﬁTax, KOTOPBIM HE JOBCPACHIL.

aﬂeKmpOHHClﬂ noima

ONeKTpoHHas MoYTa — 3TO TEXHOJIOTHSA U MPEJOCTaBIsieMble €0 YCIYTH 10 TepechlIKe U
MOJYYEHHUIO DJICKTPOHHBIX COOOLICHUH, KOTOPbIE PacHpeAessiioTcs B KOMIBIOTEpHOH ceTH. OObIYHO
AJIEKTPOHHBIA MOYTOBBIN SIIUK BBITJISIUT CIEMYIOIUM 00pa3oM: MMs_IOJIb30BATEN(@UMS_JIOMEHA.
Tarxoke KpoMe Tiepeadn MPOCTOro TEKCTa, UMEETCs BO3MOXKHOCTD TIepejaBaTh (aiiibl.

OCHOBHBIE COBETHI 110 OE30MaCHOM PadOTe € HNEKTPOHHON MTOYTOM:

1.

Hano BeIOpaTh MpaBHIBHBIA MOYTOBBIA CepBHC. B HHTEpHETE €CTh OTPOMHBIA BBIOOP
OecIuTaTHBIX TOYTOBBIX CEPBHCOB, OJHAKO JIy4llle JOBEPATH TE€M, KOTO 3HAellb U KTO
MIEPBBII B peUTHHTE;

He yka3piBaii B TnuHOM nouTe JIMuHy0 nHGopManuio. Hanpumep, ydie BeIOpaTh
«My3bIKaTbHBIN (haHaT@» ninm «pokx2013» BMecTo «remal 3y;

Hcnonb3yil ABYX3TalHYyI0 aBTOPU3ALMIO. ITO KOTAa HOMUMO IapoJisl Hy>KHO BBOJUTH KO,
npucbLIaeMbIid o SMS;

Boeibepu cnoxHbpld mapoib. s KaKIOro IOYTOBOTO SINMKA JJOJDKEH OBITH CBOM
HaJEKHBIHA, YCTOWUMBBIN K B3JIOMY I1apOJIb;

Ecin ecTp BO3MOXKHOCTH HamucaTb CaMOMY CBOHM JIMYHBIM BONPOC, HCIHOIB3YH 3Ty
BO3MOKHOCTB;

. Ucronb3yil HECKOJBKO TMOYTOBBIX SIIMKOB. IlepBbId i1 4YAaCTHOM MEPENUCKH C

aZjpecaTamMH, KOTOPHIM THI JOBEpSEIIb. DTO 3JIEKTPOHHBIN aJpec HE HAJ0 HCIIOIB30BaTh
MIPH perucTpanui Ha Gopymax U caiTax;

. He otkpeiBail Qaiiibl u Apyrue BIOKEHUS B MUCbMaXxX Ja)Ke €CJIM OHU MPHIIUIA OT TBOHX

npy3seit. JIydiiie yTouHH y HUX, OTIIPABIISLIN JIK OHU TeOe 3TH (ailiibl;

. Ilocne oxoHyanus paboTHI Ha TOYTOBOM CEPBHCE MEPE]T 3aKPHITHEM BKJIAJKH C CAaliTOM HE

3a0y/b HaXKaTh Ha «BBIATHY.



Kubepbynnune unu supmyanvHoe uzdegamenbcmaeo

KubepOymmiHr — mpecieqoBaHne COOOIIEHUSMH, COAEPKAIIUMH OCKOPOJICHHS, arpeccuro,
3allyTUBAHUE;  XYJIWTAHCTBO;  CONMAIbHOE  OOWKOTHPOBAaHWE C  MOMOINBIO  Pa3IMYHBIX
WHTEPHET-CEPBHCOB.

OCHOBHBIE COBETHI 110 OOPBOE ¢ KHOEPOYILUTHHTOM:

1.

N

o

He Opocaiics B 0oii. Jlyumuii cioco0: mocoBeToBaThes Kak ceOsi BECTH U, €CIIM HET TOTO, K
KOMY MOXKHO OOpaTHTBCS, TO BHayalle YCIIOKOWUThCS. Eciam Thl HayHelb OTBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHHS, TO TOJIBKO €11l OOJIbIIe Pa30kiKellb KOH(IIUKT;
Ynpasnsii cBoeil kubeppemnyTaimei;

AHOHUMHOCTE B CETH MHHMas. CYIIICCTBYIOT CII0COOBI BBISICHUTBH, KTO CTOMT 3@ aHOHHUMHBIM
aKKayHTOM;

He cTouT Bectn XynuraHckuii 00pa3 BUPTyalbHOM KU3HU. HTEpHET PUKCUPYET BCE TBOH
NEHCTBYSI M COXPAHSET UX. Y JAINUTh UX OyAET KpaifHe 3aTpyqHUTEIHHO;

Cobmro1ail cBOM BUPTYaIbHYIO YECTh CMOIIOLY;

Urnopupyii enuHnYHBIN HeraTiB. OIHOPA30BbIe OCKOPOUTETHHBIE COOOIICHHS JTyIIe
uraHopuposatb. OOBIYHO arpeccusi MpeKpaIlacTcs Ha HauyaJlbHOW CTaIHH;

Ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSIMHU, B COLIUATIBHBIX CETSIX
€CTh BO3MOXHOCTb OJIOKHPOBKHU OTIPABKU COOOILCHUH C ONpeeNIEHHbIX apecoB;

Ecnu Te1 cBUneTens kuOepOymara. TBOM AeHCTBUS: BEICTYNIUTD IIPOTHUB MIPECIECAOBATEL,
MIOKa3aTh €My, YTO €ro JICHCTBUS OLIEHUBAIOTCSI HETaTUBHO, MOIACP)KATh JKEPTBY, KOTOPOI
HYHa TICHXOJIOTHYECKas! IOMOILb, COOOIINUTE B3POCIBIM O (haKTe arpecCUBHOIO OBEACHUS
B CETH.

Mobunvhwiti menegon

CoBpeMeHHbIe cMapT(OHBI U IUIAHILETHI COEpXKaT B ceOe BIIOJIHE B3POCIbIM (yHKIMOHA, U
Tenepb OHU MOT'YT KOHKYPHPOBATh CO CTAlIMOHAPHBIMU KOMIIbloTepaMu. OIHAKO, CPEICTB 3alUThI IS
NOJOOHBIX YCTPOMCTB ITOKA OYeHb Majlo. TecTUpoBaHUE 1 TIOUCK YyA3BUMOCTEH B HUX IIPOUCXOIUT HE TaK
MHTEeHCHBHO, Kak 1yis 11K, To sxe camoe kacaeTcss 1 MOOMIIBHBIX MPUIIOKEHHH.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl yXKe NpPaKTHYECKH JOTHAIM HACTOJIbHBIE aHaJIOTH,

OIHAKO paCHIUpCHUC CI)YHKI_II/IOHaJ'Ia BIICUET 3a co0OoM 60J'IBH_IYIO CJIOKHOCTb U MCHBIITYIO 3allIUIICHHOCTb.

I[anexo HC BCC MPOU3BOJUTCIIM BBIITYCKAIOT 06HOBJ'ICHI/I$I, 3aKPbIBAONIUC KPUTUYCCKUC

YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIC COBETBI JJIsL 0e30IMacHOCTH MOOUIBLHOTO TCJ'IG(l)OHaZ
1. Huuero He sBIsSIETCS MMO-HacCTOoAIICMY OeCIIaTHEIM. By,[[b OCTOPOXXCH, BEAb KOIr'la Tebe

npeajiararoT OecIIaTHBII KOHTCHT, B HEM MOT'YT OBITH CKPBITBI KAKUEC-TO IJIATHBIC YCIIYTU,

2. [ywmaii, npexae yem otnpasuts SMS, ¢poto nim Buneo. Tol TOUHO 3HaelIb, rAe OHU OyIyT B

KOHEYHOM UTOore?

3. HeoOxoanmMo 0OHOBIIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapT(OHa;
4. Vcronb3yii aHTUBUPYCHBIE TIPOTPAMMBI JIJIsl MOOMIILHBIX TENIE(OHOB;



5. He 3arpyxaii npuioxeHns: OT HEM3BECTHOTO UCTOYHHKA, BEAb OHI MOTYT CO/IEP)KATh
BPEIOHOCHOE MTPOrpaMMHOE O0eCTIedeHHE;

6. Tlocne Toro Kak THI BBIHICIIB C caiiTa, TJie BBOAWII JIMIHYIO HH(POPMAIIUIO, 3ai/TH B
HacTpoiiKu Opay3epa u yaaiau COOKies;

7. llepuoanuecku mpoBepsii KaKue TUIaTHBIE YCIYTH aKTHBHPOBAHEI HA TBOEM HOMEPE;

8. Jlamaii cBOIf HOMEp MOOHMIBHOTO Tesie()OHA TONBKO JFOJISIM, KOTOPBIX ThI 3HACIIb U KOMY
JTIOBEpSICIITb;

9. Bluetooth momken ObITH BBIKIIIOUEH, KOT/IAa ThI KM HE TI0JIB3yelbest. He 3a0biBait nHOTIA
MIPOBEPSITH ITO.

Online uepor

CoBpeMeHHBIC OHJIAH-UTPHI - 3TO KPaCOYHbIE, 3aXBaTHIBAIOIINE Pa3BICUEHHsI, 00bEANHSIONINE
COTHH THICSIY YEJIOBEK 110 BceMy MUpY. Irpoku uccieayroT JaHHbII UM MHp, OOIIAIOTCSI APYT C APYTOM,
BBITIOJHSIOT 3a/laHusl, CPaKalOTCA C MOHCTpAaMH M MOJY4aroT OMNBIT. 3a YJAOBOJBCTBUE OHU IUIATAT:
MOKYMNAIOT JKCK, OTUIaYMBalOT a0OHEMEHT MU MPHOOPETAIOT KaKHe-TO OMIIHH.

Bce ati cpenctBa uayT Ha noanep)KaHUe U Pa3BUTUE UIPHI, a TAKXKE HA caMy O€30MacHOCTb:
COBEPILICHCTBYIOTCSI CUCTEMbl aBTOPU3ALMH, BBITYCKAIOTCSI HOBBIE MAaT4d (LUQPOBBIC 3aIUIATKU VIS
MIPOTPaMM), 3aKPbIBAIOTCA YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI)IX Hurpax CTouT onacaTtbCsa HE CTOJIBKO CBOMX COICPHHUKOB, CKOJIBKO KpaXu TBOCTO
mapoJisd, Ha KOTOpOM OCHOBaHa CUCTEMa aBTOpU3allN OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOI0 aKKAyHTa:
1. Ecum mpyroii urpok Beaet cedst III0X0 WIK co3JaeT Tede HENPUSITHOCTH, 3a0JIOKUPYH €ro B
CITUCKE UTPOKOB;

2. Tloxanyiics aAMUHUCTpAaTOpaM UIPHI Ha IIOX0E MOBEIEHHE ITOTO UIPOKa, JKEIaTebHO

MIPUIIOKUTH KaKHUE-TO TIOKA3aTEeNIbCTBA B BUAE CKPHUHOB;

He yka3wiBaii nuunyto nH(MOpMAIUIO B TIpoQaiisie Urpsl;

VYBaxail Jpyrux y4acTHHUKOB I10 UT'DE;

He ycranaBnuBaii HeodumanbHble MaTYd U MOJIBI;

Hcnons3yil Cll0KHBIE U pa3HbIE TAPOJIU;

[laxe BO BpeMsl UI'pbl HE CTOUT OTKJIFOYATh aHTUBUpPYC. [Ioka ThI Urpaeib, TBOH
KOMIIBIOTEP MOTYT 3apa3uTh.

No ak~w

DQuwiune unu Kpaosica TUYHbIX OAHHBIX

OOBIYHOM KpaXkel JeHeT U JOKYMEHTOB CErOJIHS Y)K€ HUKOTO HE YJMBHIIb, HO C PA3BUTHEM
I/IHTepHeT'TeXHOHOI‘Hﬁ 3H0yMI)IIH.HeHHI/IKI/I HepeMeCTI/UH/ICB B I/IHTepHeT, nu HpOJIOH)KaIOT 3aHUMATHCSA
TFOOMMBIM JEJIOM.

Tak mosBHJIAch HOBasi yrpo3a: WHTEPHET-MOIICHHHYECTBA WM (GHIIMHT, TJIABHAS IEJb
KOTOPOTO COCTOMT B MOJYYCHUU KOHPHICHIMAIbHBIX JaHHBIX MOJIb30BaTEICH — JIOTMHOB M MApOJIeH.
Ha anrnmiickom si3eike phishing uuraercs kak ¢ummnar (ot fishing — peiGHas sjoBisi, password —
1apoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ PUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciiit Tl MO/103peBacIiib, 4To TBOSI aHKeTa OblIa B3JIOMaHa, TO
HE0O0X0IUMO 3a0JOKHUPOBaTh €e M COOOMINUTh agMHHUCTpPATOpaM pecypca 00 3TOM Kak
MOYKHO CKOpEE;



2. HWcnonp3yii Oe3omacHble BeO-CaliThl, B TOM YHCIIC, MHTEPHET-MArasMHOB M IOHMCKOBBIX
CHUCTEM;

3. Hcmonb3yii cloKHBIE W pasHble mapoyid. Takum o0pa3om, ecnu TeOs B3JIOMAKOT, TO
3TMOYMBIIUICHHUKA TIOJIyYaT JAOCTYI TOJIBKO K OJHOMY TBOEMY MpPO(WIIO B CETH, a HE KO
BCEM;

4. Ecimm Te0s B3nMOMaNd, TO HEOOXOAMMO MPEXYNPEeNnTh BCEX CBOMX 3HAKOMBIX, KOTOPHIC
n00aBJIeHbl y T€0s B APY3bAX, O TOM, UYTO TeOSI B3IIOMANK W, BO3MOXHO, OT TBOETO HMEHHU
OyZeT pacchUIaThCS CIIaM M CCHUIKH Ha (PUIIMHTOBBIE CANTHI;

5. VYcranosu HangexHbIN apoias (PEM) Ha MOOUIBHEIHA TenedoH;

OTKITI0YH COXpaHEHHUe mapois B Opaysepe;

7. He otkpsiBaif Qaifel 1 Apyrue BIOKEHHUS B MUChMax Jake €CIM OHW MPHIUIA OT TBOUX
npy3eit. Jlydiie yrodHu y HUX, OTIIPABIISIIN JTH OHU TeOe 3T (aiiibl.

IS

Lugposas penymayus

Lndposas pemyTauusi - 3TO HETaTHBHAs WIM TO3UTHBHAS WHQOpMalus B ceTH O Tebe.
Kommpomerupytomiass uHpopManusi pa3MelIcHHasT B HMHTEpHETE MOXKET Cepbe3HBIM 00pa3om
OTpa3uThCs Ha TBOEH peanbHOW >ku3HH. «lludpoBas pemyramus» - 3TO TBOW HMHUIK, KOTOPBIH
dopmupyeTcs u3 naHGopmManuu o Tede B MHTEPHETE.

TBOe MeCTO KHUTEIbCTBA, y4eObl, TBOC (PMHAHCOBOE TOJIOKEHUE, OCOOCHHOCTH XapakTepa M
pacckasbl O OJIM3KHX - BCE 9TO HAKAIUIUBACTCS B CETH.

MHoOrre MOAPOCTKH JIETKOMBICICHHO OTHOCATCS K IyONMKaluM JHYHOH HH(pOpMaluu B
HHTepHeTe, HE MOHMMAs BO3MOXHBIX MOCIEACTBUM. ThI 1ake HE CMOXKEIIb J0rafarbcs O TOM, 4YTO
dotorpacus, pazmelieHHas 5 JIeT Ha3a[, cTana NIPUIMHON 0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pasmerieHne TBoux ¢ortorpaduit m npyrue AeHCTBHS MOTYT HE MCYE3HYTh
Jlayke TI0CIIe TOT0, KaK ThI MX yJIaJHIib. Thl HE 3HACIIb, KTO COXPAaHMII 3Ty HH(POPMAIINIO, TIOTajIa JIK OHA
B TIOMCKOBBIE CHCTEMBI M COXPAHWJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O TeOe OKpYIKaloIIee JIF0/IH,
KOTOpBIE HAWIyT W yBHAAT 3T0. HaiiTm mH(OpManmio MHOTO JIET CHYCTsS CMOXET JIF00OW - Kak W3
JTOOPBIX MTOOYKACHUH, TaK U C HAMEPEHHEM MPUYUHHATE BPea. ITO MOXKET OBITh KTO YTO/IHO.

OCHOBHBIE COBETHI MO 3aIIUTE HUPPOBOH pEMyTalH:

1. Tlomymaii, mpexie 4eM uTo-TO MyOIMKOBATh U MepeaaBaTh y ce0si B 0Jiore Uilu B
COITMAJIBHOM CETH;

2. B nHacrpoiikax npouis yCTaHOBH OTPaHUYEHUS Ha IIPOCMOTP TBOETO MPOQUIIS U €ro
COJEPKUMOT0, CAEJIail €ro TOJIBKO «JIJIsl PY3Ei»;

3. He pasmenaii u He yka3biBaii HH(pOPMAILIHIO, KOTOPAs MOXKET KOT0-TH00 OCKOPOJIATh UK
00MXKarThb.

Asmopckoe npago

CoBpeMeHHbBIC MIKOTBHUKU- aKTHBHBIC TONB30BaTedM HUGPOBOro mpocTpancTBa. OmHAKO
JIAIEK0 HE BCE 3HAIOT, YTO MOJh30BAHHE MHOTMMH BO3MOXHOCTSIMH IM(POBOrO Mupa Tpedyer
COOJIFOICHHUS TIPAB HA MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTD.

TepMuH «WHTEUIEKTyaldbHasi COOCTBEHHOCTH» OTHOCHTCS K Pa3IUYHBIM TBOPCHHSIM
YEJIOBEYECKOI0 YMa, HauyMHasi ¢ HOBBIX M300pPETEHHMH M 3HAKOB, 0003HAYAIOUIMX COOCTBEHHOCTh Ha
NPOAYKTHl W YCIYTH , W 3aKaH4YMBas KHATaMH, QoTorpadusMu, KHHOPHUIBMAMH H MY3bIKATEHBIMA
MIPOU3BEICHUSMU.



ABTOpCKHE TIpaBa - 3TO IIpaBa Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTh Ha TPOU3BEICHHS HAYKH,
JUTEpaTypsl M HCKYCCTBAa. ABTOPCKHE TIpaBa BBICTYHNAlOT B KaueCTBE TapaHTUH TOTO, YTO
MHTEIJIEKTYa IbHBIN/TBOPUECKHA TpPyX aBTOpa He OyJeT HampacHbIM, JacT €My CIIpaBelJINBBIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yabTaTax CBOETro TPY/la, MOJIYINUTh H3BECTHOCTH U pru3HaHne. Hukto
0e3 paspelieHus] aBTOpa He MOKET BOCIIPOM3BOAUTH €ro MPOU3BEACHUE, PACTIPOCTPAHSTD, ITyOINIHO
JEMOHCTPHUPOBATh, MPOAAaBaTh, WMIIOPTHPOBAaTh, IIyCKaTh B TMPOKAT, IyOJMYHO MCIIONHSTD,
MTOKAa3bIBaTh/HCTIONHATE B 3(pupe wiu pazMeniats B IHTepHETE.

Hcnonp3oBanne «IHPaTCKOTO» MPOrPaMMHOIO 00ECIEYeHHsT MOXKET MPHUBECTH K MHOTHM
pUCKaM: OT TMOTepH MJAHHBIX K TBOMM aKKayHTaM [0 OJOKHPOBKM TBOETO YCTPOWCTBA, TIIE
YCTaHOBJICHHBIN He JleraibHas mporpamma. He crout Takke 3a0bIBaTh, UTO CYIIECTBYET JIETaIbHBIC U
OecrmaTHBIE MPOTPaMMBI, KOTOPBIE MOXXHO HATH B CETH.

O nopmane

CeTreBUYOK.pd - TBOU TIIaBHBIN COBETYHK B CETH. 3/1€Ch THI MOXKEIIh Y3HATH O O€30MACHOCTH B
CEeTH MOHITHBIM U TOCTYITHBIM SI3BIKOM, @ IPH BO3HUKHOBEHUU KPUTHUECKON CUTYyallul 00paTUThCA 32
COBETOM. A TaKKe MPUHATH YYacTHE B KOHKYpCaxX U CTaTh CaMbIM HUPPOBBIM IPakJaHHHOM !



